Configure Windows Server to allow signing in to EnhancedBl using Windows
Authentication

If your EnhancedBl installation is set up to enable Active Directory integration, you might see a
credentials popup like the one below instead of the usual EnhancedBI Login screen.

Authentication Required

The server hitp://localhost: 44300 requires a username and
password.

User Mame:

Paszword:

Log In Cancel

To prevent this popup from showing, please take the following steps on the server.

1. Make sure the “Windows Authentication” system component is installed.



DESTIMATION SERWVER

SElect server rOles WIN-RT1Q85)UITK Skynet global

Before You Begin Select one or more roles to install on the selected server.

Installation Type Roles Description

Server Selection R - Windaws authentication is a low cost
[] Application Server authentication solution for internal
[] DHCP Server Web sites. This authentication scheme

Features allows administrators in 2 Windows
DNS Server (Installed) domain to take advantage of the
[] Fax Server m domain infrastructure for
b [H File and Storage Services (2 of 12 installed) authenticating users. Do not use
Windows authentication if users who
[ Hyper-v must be authenticated access your
[[] Metwork Policy and Access Services Web site from behind firewalls and

[] Print and Document Services [y iz e

[] Remote Access
[[] Remote Desktop Services
[ Volume Activation Services
4 [H] Web Server (I5) (23 of 43 installed)
4 [H] Web Server (19 of 34 installed)
I Commaon HTTP Features (Installed)
I [m] Health and Diagnostics (1 of 6 installed)
b [M Performance {1 of 2 installed)
4 [m] Security (2 of 9 installed)
Request Filtering (Installed)
[] Basic Authentication
[ Centralized S5L Certificate Support
[] Client Certificate Mapping Authentication
[[] Digest Authentication
[] 115 Client Certificate Mapping Authenticati
[] 1P and Domain Restrictions
[ URL Authorization
I+ [m] Application Development (9 of 11 installed)
b [ FTP Server
B [m] Management Tools {4 of 7 installed)
[[] Windows Deployment Services

[] Windows Server Essentials Experience ]

< " | [>]

| < Previous | | Mext = | | Install | | Cancel

2. Open lIS Manager, select the “EBI” Virtual Directory, then select the “Authentication” icon,
then choose the “Providers” option from the Actions menu and make sure the NTLM
provider is at the top of the list.
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Select a provider from the list of available providers and click Add
to add it to the enabled providers.
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3. Choose the “Advanced Settings” option from the Actions menu and set the “Extended
Protection” setting to “Accept”.
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By default, IS enables kernel-mede authentication, which may improve
authentication performance and prevent authentication problems with

application pools configured to use a custom identity. As a best practice, de not
disable this setting if Kerberos authentication is used in your environment and the
application pool is configured to use a custom identity.
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After taking the above steps, you should see the EnhancedBI Login screen. To sign into EnhancedBl

using Windows Authentication, please hit the “Auto login” button.

Enhanced BI Login

8 Password

|:| Remember login settings

— Auto login — Login
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